Deleted File Recovery. Part 1.

Presenter: Dr. S. Roy, Dept. of CS, BGSU
Event: 2024 CyberGuardians Camp
Date: June 24-28, 2024

BGSU. Forie pustic coon:




Outline

* A motivation video

* The Gist of Part 1 of the Module

 What Part 1 of the Module contains

* Let’s run the lab activity: Lab 1.1 and Lab 1.2



The Gist of Part 1 of the Module

* A free GUI-based tool (Autopsy) on a Windows computer 1s
used

 We demonstrate that we can recover deleted files in many
scenarios

* We experience that there are two types of recovery
mechanisms: metadata-based recovery and file carving

 Metadata-based recovery works for any type of file as long as
metadata 1s present

* File carving works only for the file types that have a header
signature and a footer signature



What Part 1 of the Module contains

e [tem 1. a motivation video
* Item 2. a lecture ppt
e [tem 3. two lessons

» [tem 4. labs
e LLab 1.1
e Lab 1.2
» a resource folder containing sample artifacts

* [tem 5. exercises
e exercise 1.1
e exercise 1.2
 a resource folder containing sample artifacts

e [tem 6. An endnote



Now let’s start Part 1
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A common

scenario 1n real-
life Digital
Forensics

* The court orders a suspect to
hand over his thumb drive

* The suspect deletes files in
his thumb drive before
handing i1t over to the law
enforcement




A common
scenario 1n real-

life (Contd.)

« A digital forensics analyst
uses some “magic’ tools on
the thumb drive to recover

the deleted files

* The recovered files help the
analyst connect the dots 1n
making the case against the
suspect




In this module, we will learn about those
“magic” tools that recover deleted files.



The driving

question for
us 1n this + How can we recover deleted files?

module

Let’s discover via hands-on experiments



Experiment and discover

 We use a free popular tool named Autopsy to recover deleted files

* Autopsy runs on a Windows computer
* Get the tool from

* The case story: A thumb drive 1s seized from a suspect, which had
bunch of files (e.g., some text, some documents, some photos, etc.);

however, those files are now deleted

* We experiment with two scenarios
 Lab 1.1: the suspect has simply deleted the files in the thumb drive

« Lab 1.2: the suspect has done “quick format” of the thumb drive

* The detailed instructions for the labs are available to us 1in the
corresponding folder.


https://www.autopsy.com/download/

Lab 1.1

* The suspect deleted files and folder in the thumb drive
 Can we recover the files and folders?



Setting up the lab: The instructor
prepares the thumb drive

* Create a small partition 1n the thumb drive

* Use the disk management tool on a Windows computer (refer to Appendix, if
necessary)

 Make the size of the partition 1 GB
* Create a FAT32 file system

* Uncheck the “quick format” option so that everything is erased

e The lab has a resource folder that contains a few artifacts

* Copy the content of collectionl to the newly created partition of the thumb drive
* Note that we do not copy the collectionl folder, but copy only what is inside

* Apply the usual “delete” operation to delete the whole content
* The thumb drive 1s ready now
» Let’s start the Autopsy tool



Starting Autopsy

N

) St art Autop Sy On a Case View Tools Window Help

Add Data Source I"ﬁ Images/Videos | Communications \J Geolocation Timeline &8 Discovery Generate Report a8 = 4> + Keyword Lists

—

Windows computer

e Start a New Case -

Autopsy”

OPEN | EXTENSIBLE | FAST Close




Putting down case information

Case View Tools Window Help

* Ch for th
Oose a’ na’me Or e Add Data Source rﬁ Images/Videos Communications W Geolocation Timeline Discovery Generate Report

C a S e M New Case Information

Steps Case Information

* Choose a directory to LG e o
Sto re inform atiO n Base Directory: | CAUsers\dfroot\Desktop\junk\

Case Type: (® Single-User Multi-User

about the case

C:\Users\dfroot\Desktop\junk\001

Browse

Finish

Cancel

Help




G1ive case number and proceed

M

Case View Tools Window Help

Add Data Source ‘ﬁ Images/Videos s Communications Q Geolocation ~A Timeline M8 Discovery Generate Report X h"’i € ~ Keyword Lists
M New Case Information it
Steps Optional Information

1. Case Information
2. Optional Information Case

Number: 001

Examiner

Name:
Phone:

Email:

Notes:

Organization

Organization analysis is being done for: Not Specified Manage Organizations

< Back Next > Finish Cancel Help




hoose default options and proceed

N

Case View Tools Window Help

—
Add Data Source E Images/Videos = Communications Q Geolocation =8 Timeline ._.; Discovery Generate Report i = G + Keyword Lists Q- Keyword Sear

3 Add Data Source

X
Steps Select Host
1. Select Host
2. Select Data Source Type Hosts are used to organize data sources and other data.
3. Select Data Source I .
4. Configure Ingest (® Generate new host name based on data source name
5. Add Data Source

(O Specify new host name

(O Use existing host

< Back Finish Cancel Help P




Select data source

]

° Select the thumb Case View Tools Window Help

S
Add Data Source @ Images/Videos s Communications Q Geolocation at Timeline ‘,i Discovery Generate Report % <] > ~ Keyword Lists Qr Keyword Searc
[ ]
drive as the source X o o :
Steps Select Data Source Type
1. Select Host
2. Select Data Source Type F . .
3. Select Data Source = Disk Image or VM File
4. Configure Ingest
5. Add Data Source

Local Disk

' Logical Files
= Unallocated Space Image File
- Autopsy Logical Imager Results

' XRY Text Export

< Back Finish Cancel Help P




elect data source (contd.)

M

Case View Tools Window Help

Lo
Add Data Source @ Images/Videos i Communications 9 Geolocation b Timeline f.; Discovery Generate Report i m €» ~ Keyword Lists Q- Keyword Seat

CB Add Data Source X
Steps Select Data Source

1. Select Host Local Disk: | FORENSICS (D)

2. Select Data Source Type

3. Select Data Source

4.  Configure Ingest Timezone:  (GMT-5:00) America/New_York >

5. Add Data Source

[ Ignore orphan files in FAT file systems

(faster results, although some data will not be searched)

[ ] Make a VHD image of the drive while it is being analyzed

yduleQutput\Image Write\FORENSICS (D) 1717287739277 .vhd Browse

Update case to use VHD file upon completion

Note that at least one ingest module must be run to create a complete copy

Sector Size: | Auto Detect

< Back Next > Finish Cancel Help




Choose Autopsy modules to run

* We may uncheck .

° Case View Tools Window Help
- .
1rrele ‘/ ant mOdUIe S SUCh Add Data Source ﬁ Images/Videos j&y Communications 9 Geolocation =N Timeline .,i'l Discovery Generate Report g Ead > ~ Keyword Lists Tz Keyword Se
. °
as virtual machine R .
Steps Configure Ingest
]
extractor, Android e
9 2. Select Data Source Type Run ingest modules on:
5 ] The selected module has no per-run settings.

1 ® O 1 i iﬂz:itg[iar? Ii(;ir:: :All Files, Directories, and Unallocated Space P a

analyzer, 1 S ana VZEY, 5. Add Data Sourc B ey B

v Hash Lookup

File Type Identification
Extension Mismatch Detector
Embedded File Extractor

and more to save time

Picture Analyzer
Keyword Search

« However, 1t 1s ok to check
ALL (the default option) 1
your thumb drive 1s not

Email Parser

Encryption Detection
Interesting Files Identifier
Central Repository

PhotoRec Carver

J R RTRI R KRR RTRTRTRTE]

Virtual Machine Extractor v Extracts recent user activity, such as Web browsing, rece.

Global Settings

< Back Finish Cancel Help




Proceed through the next step

E

d Case View Tools Window Help
¢ ait 1or the = '
Add Data Source :@ Images/Videos ] Communications Q Geolocation ot Timeline e Discovery Generate Report % <] > + Keyword Lists Qr Keyword Search
pProcess to A dd oo e :

Steps Add Data Source
complete and st
2. Select Data Source Type
(] ¢¢ . ° 99 3. Select Data Source Processing data source and adding it to a local database. File analysis will start when this finishes.
lick “Finish 5. Add DateSoure
C C S 5. Add Data Source I
Status

Adding: $OrphanFiles

*This process may take some time for large data sources.

< Back Next > Finish Cancel Help




Proceed through the next step (contd.)

£ !

Case View Tools Window Help

[ ]
d — 5
o Add Data Source Images/Videos Communications Geolocation Timeline 41 Discovery Generate Report @& m =
[ Y o ' L |

I —

M Add Data Source Xk
prOCeSS tO +E Data Sources

= @ File Views Steps Add Data Source

complete and LS e E

: Select Data Source Type
+- MB File Size

° $¢ ° ° 99 E Data Arifacte Select Data Source
click “Finish &

Configure Ingest Data source has been added to the local database. Files are being analyzed.
Add Data Source
--I=g OS Accounts
I-I:_C‘T_] Tags

"'0' Score

> ~ Keyword Lists Qr Keyword Se

nos W

Reports

< Back Next > Cancel Help




Lab 1.1 outcome

® Autopsy liStS the M 002 - Autopsy 4.21.0 - O X

Case View Tools Window Help

re Covere d 1te m S under Add Data Source ﬁ_ Images/Videos fiay Communications 9 Geolocation E Timeline -t’i Discovery [l Generate Report | & Close w > - Keyword Lists Oy Keyword Search
¢¢ ° 29 € Listin v
D el ete d Flle S t ab O n th e B Data Sources 2 File Sysfem 15 Results

;"-‘" File Views Table  Thumbnail
1eft CO].umn " . File Types Save Table as CSV
=% Deleted Files =
° ° P i dified Ti h i i d Ti 52l
Items listed under “File | [ S C [0 [Madietine T BT e ST
99 . £ MB File Sive % creditCardList2.txt 2024-06-06 15:23:44 EDT 0 2024-06-07 18:46:2¢
SyStem Sub-tab are 1tems D E Data Artifacts ¥ MylistandScript.docx 2024-05-15 09:19:00 EDT 0O 202 07 18:46:2
* - </> Metadata (3) Y Stolen Elicit Photos.pdf 2024-05-15 09:19:00 EDT  0000-00-0 2024-06-07 0 2024-06-07 18:46:2¢
recovered using metadata. mq oo "B e I N T
% T T < T T T etadata " "
We see all files and folder @ & vecomsiean X CreciCard g 20515 091900 £0T : a5
. |24 08 Accounts ¥ CreditCard2jpg 2024-05-15 09:19:00
are 1lsted there. @ Tags % Drugs for Salepdf 2024-05-15 09:19:00 -00- o
EH"'“' Score < >

* cardlistl.txt (highlighted ™ o e e
on the right column ) 1s Sings o e

Page: 1 of 1 Page Matches on page: - of - Match 100% Eﬁ:’ Reset Text Source:  File Text »

one such recovered file. At d

this file contains multiple credit card numbers with credentials, which are stolen.

the b Ottom Of the right 1. 1670 6745 8932 9080, “John Smith*, 07/26

2. 1670 1445 1932 7082, "Meg Smith", 06/26

COlumn’ We See the real 3.1670 1245 2332 1041, "Peg Watson", 07/25
data of this file. )




LLab 1.1 outcome (contd.)

. o 3 002 - Autopsy 4.21.0 — O X
o cardlistl.txt 1s one such - ver e v
° Add Data Source i Images/Videos &y Communications 9 Geolocation ;"-_: Timeline ‘,{ Discovery Generate Report g Close w = ~ Keyword Lists Cr Keyword Search
recovered file. . e .

File System 15 Results
i+ & Data Sources
r_] ®  File Views Table Thumbnail

¢ On the right COlumn at # € File Types Save Table as CSV

E} % Deleted Files

{ by File System (15) Name ) C 0 Modlhed Tlme Change Time Access Time Created Time i
t e Ott O m We n OW S e e ¥ Al@7) ¥ Lredneanas.py £UZ4-UD- 13 YIUU EUI UUUUSUUTUL UUIUUIUU 2U24UD-UT UUIUUIUD EUL 2U24 U0 U1 B0t
- MB File Size ¥ creditCardList2.txt 2024-06-06 15:23:44 EDT 000 00 2024-06-07 0 EDT  2024-06-07 18:46:2¢

th t d t f th f 1 =B Data Artifacts ¥ MylistandScript.docx 2024-05-15 09:19:00 EDT 0000-00-00 00:00:00 2024-06-07 00:00:00 EDT 2024-06-07 18:46:2¢

e me a a a O 1S 1 e “=</> Metadata (8) % Stolen Elicit Photos.pdf 2024-05-15 09:19:00 EDT 0000-00-00 00:00:00 2024-06-07 00:00:00 EDT 2024-06-07 18:46:2¢<
i v4 cardlist1.txt

i Q' Analysis Results - A cardlist1 2024-05-24 13:42:48 EDT | 0000-00-00 00:00:00 | 2024-06-07 00:00:00 EDT | 2024-06-07 18:46:29

& [ EXIF Metadata (6)

* The preVlOUS slide and  &B e X et 515051001 0 00D 204061001 06105
#-[@ Tags - .
this slide prove that the "?:. i ] o ,\
“deletion” operation e o

° MIME Type: text/plain
neither erase the

File Name Allocation: Unallocated
Metadata Allocation: Unallocated

metadata nor the real

Accessed: 2024-06-07 00:00:00 EDT

d at a O f C ar dli S t 1 ° tXt Created: 2024-06-07 18:46:29 EDT




LLab 1.1 outcome (contd.)

» File ource.txt 1s another
recovered file.

* On the right column at the
bottom, we see the metadata
of this file. We observe that
the first character of the
original name (source.txt) is
replaced by an underscore(‘_)

» However, we see the other
part of the metadata (e.g.,
modification timestamp, and
more) and the real data of the
file are fully recovered.

N

Case View Tools Window Help

Add Data Source @ Images/Videos

€

H & Data Sources
=- /| File Views
+ File Types
— % Deleted Files
r % File System (15)
Loty AR
- MB File Size
= E Data Artifacts
wel/> Metadata 8)
-Q Analysis Results
- I EXIF Metadata (6)
e User Content Suspected (6)
--I=8 OS Accounts
+- (& Tags
l-o' Score

“ Reports

e w > ~ Keyword Lists

¥ CreditCard1.,jpg
¥ CreditCard2.jpg
% Drugs for Sale.pdf
¥ FavWebsite.url

Timeline .,; Discovery Generate Report Qr Keyword Search
w
15 Result
5 C 0

Modified Time

2024-05-15 09:19:00
2024-05-15 09:19:00
2024-05-15 09:19:00

2024-05-15 09:19:00

Modified:
Accessed:
Created:

2024-05-24 13:38:36 EDT
2024-06-07 00:00:00 EDT
2024-06-07 18:46:29 EDT

¥ _ourcetxt 2024-05-24 13:38:36

(Y Stolen Elicit Photos.docx 2024-05-15 09:19:00

Hex Text File Metadata tat Other Occurrenc

Metadata "
Name: /img_D:/_ource.txt
Type: File System
MIME Type: text/plain
Size: 78
File Name Allocation: Unallocated
Metadata Allocation: Unallocated




LLab 1.1 outcome (contd.)

M 002 - Autopsy 4.21.0

CreditCardl.jpg 1s one & . «

of the recovered files.

the bottom, we see the
real data of this file.

* We also see that the |

modification
timestamp, and more)
of the file 1s fully

recovered.

..

* On the right column at -

-
Add Data Source ﬁ Images/Videos W] Communications 9 Geolocation - Timeline {{ Discovery | |[i Generate Report % Close w & ~ Keyword Lists

=

E Data Sources
® File Views
-- " File Types
E} % Deleted Files
i = % File System (15)
Loy AIED)
4 MB File Size
E Data Artifacts
~</> Metadata (8)
Q\ Analysis Results
i [ EXIF Metadata (6)
...... l User Content Suspected (6)

=g OS Accounts
g

metadata (e.g., e

= Tags
'0' Score

Reports

Qr Keyword Search

Listing v
File System 15 Results
Table  Thumbnail

Save Table as CSV

Name Medified Time Change Time Access Time Created Time i

;‘ CreditCard1.jpg --- 2024-05-15 09:19:00 EDT | 0000-00-00 00:00:00 | 2024-06-07 00:00:00 EDT [ 2024-06-07 18:46:2 9Kl

¥ CreditCard2,jpg 2024-05-15 09:19:00 EDT 0000-00-00 0 2024-06-07 1

% Drugs for Sale.pdf 2024-05-15 09:19:00 EDT 0000-00-00 00:00:00 2024-06-07 00:00: 2024-06-07 1
¥ FavWebsite.url 2024-05-15 09:19:00 EDT 2024-06-07 18:46:

¥ _ource.txt 2024-05-24 13:38:36 EDT 2024-06-07 18:46:2¢
v Stolan Flicit Photnc dacy INIA-NE-15 NG-10-00 ENT  ONNN-00-00 O0N0-00  209A-0A-07 000000 ENT  2074-0A-N7 1 8-4R-IC

Hex Text Application File Metadata Analysis Results Annotations Other Occurrences
E 0° O C| 8% E E| Reset Tags Menu
5




Summary of our findings in Lab 1.1

* Autopsy uses both mechanisms (metadata-based recovery
and file carving) to recover deleted files.

* Therefore, we get two copies of the deleted files, except the
text files on which file carving doesn’t work.



Lab 1.2

e The suspect did a “quick format” of the thumb drive
e Can we recover the files and folders?



Setting up the lab: The instructor
prepares the thumb drive

e “format” the thumb drive
* It should be full format, so do not check the “quick format” option

* The lab has a resource folder that contains a few artifacts
* Copy the content of collectionl to the the thumb drive
* Note that we do not copy the collection 1 folder, but copy only what 1s

Inside
* Now do a “quick format” of the thumb drive
* The thumb drive 1s ready now

* Let’s start the Autopsy tool



Lab 1.2 outcome

« Autopsy lists the recovered
1tems under “Deleted Fileg”
tab on the left column

* Overall, a smaller number
of files are recovered
compared to Lab 1.1
e Jtems listed under “File
System” sub-tab are items

recovered using metadata.
This only includes files

which were in folderl but not

the files which were 1n the
root folder

e CreditCardlist2.txt is one
such recovered file. On the
right column at the bottom,
we see that this filename

was only partially recovered.

& 001 - Autopsy 4.21.0
Case View Tools Window Help

s
Add Data Source @ Images/Videos Al Communications Q Geolocation =4

€

= & Data Sources

4 5 ®  File Views

+ File Types

— % Deleted Files

i by File System (4)
Pty All(16)

+ MB File Size

—E Data Artifacts

i df> Metadata (6)

—Q Analysis Results

~ 8 EXIF Metadata (4)

User Content Suspected (4)

il =8 0s Accounts

e | Tags
P'ﬂ' Score

Reports

19

Listing

Timeline ._.{ Discovery

Generate Repart | &) Close

— ([l X

w 4> ~ Keyword Lists

Q- Keyword Search

-

File System
Table  Thumbnail

Name

¥ CREDIT~1.JPG
¥ CREDIT~1.TXT
¥ MYLIST~1.DOC
¥ STOLEN~1.PDF

S C o} Maodified Time

2024-05-15 09:19:00
2024-06-06 15:23:44
2024-05-15 09:19:00

2024-05-15 09:19:00

4 Resulty

Save Table as CSV

Change Time Access Time Created Time Size
EDT 0000-00-00 00 024-06-07 18:34:28 EDT 710472
EDT ( 024-06-07 18:34:28 EDT 226
EDT ) 7 18:34:28 EDT 22493
EDT 0000-00-00 00:00:00 2024-06-07 00:00:00 EDT 2024-06-07 18:34:28 EDT 261724

< >
Hex Text File Metadata Annotations
Metadata ~
Name: /img_D:/$OrphanFiles/CREDIT~1.TXT
Type: File System
MIME Type: text/plain
Size: 226
File Name Allocation: Unallocated
Metadata Allocation: Unallocated
Modified: 2024-06-06 15:23:44 EDT
Accessed: 2024-06-07 00:00:00 EDT
Created: 2024-06-07 18:34:28 EDT
Changed: 0000-00-00 00:00:00
MD5: Not calculated
SHA-256: Not calculated ¥




Lab 1.2 outcome (contd.)

M 001 - Autopsy 4.21.0 - O X
ase \View Tools Window Help

o Items ]_]._Sted. under “A.].].,, Sub y Add Data Source ﬁ Images/Videos i Communications 9 Geolocation : Timeline (:| Discove ry Generate Report ® Close w > - Keyword Lists Cr Keyword Search
tab include 1tems recovered -« o | -
using file carving. e p——. L — T

— b File Views

¢ The teXt fi].eS (e . g. ’ t X ;Ie‘aleTcZZEIfiles Save Table as CSV

source.txt) in the root folder ' &a™ Fomeiesn | | s lucomonmaeo  woomsa50000 oo s000 00w Jonso000omee sl
are not recovered. However, g% . AT : e i
pdf flleS, dOCX flleS, Pg flleS -qAnaE:.t:g:zg ¥ 0015704jpg 5 550«
1n root folder or folderl are g %teeeee ‘ >
recovered. +g ?asgg\ccounts I:Iex ;ext Application ~File Metadata Data Artifacts Annotations Other Occurrences
O e etadata .
i f0015184.pdf 1S one SUCh 0 Reports Name: /img_Dy/$CarvedFiles/1/f0015184.pdf

Type: Carved

recovered file. On the right e
column at the bottom, we

File Name Allocation: Unallocated

S.ee that the metadata Of the Metadata Allocation: Unallocated

file 1s not recovered. Even i S e
the oril glnal fllename 1S . Created: | 0000-00-00 OOfOOfOO
erased, and AutOpsy aSS]_gnS Changed: 0000-00-00 00:00:00

a New name.




Lab 1.2 outcome (contd.)

3 001 - Autopsy 4.21.0

Case View Tools Window Help

: e — . :
: Add Data Source Images/Videos g%y Communications Geolocation #%  Timeline Discove I Generate Report Close w @ + Keyword Lists * Kevword Search
: g T — tall Y P x : : Y L

* However, the real . o :

° ° All 16 Results
# & Data Sources =
=@ File Views Table  Thumbnail Surmmear
. 5 File Types Save Table as CSV
Ef ¥ Deleted Files -
u S/ r ec O ‘/. er e a S V v e Y File System (4) Name S C 0] Modified Time Change Time Access Time Created Time Size X
i =y Al (16) gz f0015136.docx 6 0000-00-00 00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 224~
S e e at th e b O tt O m O n = MB File Size xz f0015184.pdf 6 0000-00-00 00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 261
= Data Artifact ;
i (Da ?ﬂ h |da R 5(6) xi‘) f0026952.jpg 5 0000-00-00 00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 811,
""" etadata )
El"o\ Analysis Results ';(1) f0015704.jpg 5 0000-00-00 00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 552i v

the right column.

ey

[® EXIF Metadata (4)

l User Content Suspected (4)

OS Accounts

<

File Metadata

OS5 Account  Data Artifacts

ontext  Annotations  Other Occurrences

Hex Text Application

==

of3i|J

J 100%

|+"\l LY




Summary of our findings 1n Lab 1.2

» Since quick formatting removes the content of the root
directory’s metadata (while metadata for the subfolders
aren’t atfected), only file carving could work for the files in
the root directory:.

» File Carving uses file signatures (special 1dentifiers for a file
type which are stored alongside the data). Since .txt does not
have a signature, file carving doesn’t recover .txt files in the
root folder.



References

* The following book 1s considered as the authority of file
recovery

* File System Forensic Analysis by Brian Carrier

* If you need help on how to install Autopsy on a Windows
computer, check out youtube tutorials

* As an example,


https://www.youtube.com/watch?v=h23fGpCk76A

Happy Learning

THANK YOU!
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